OkTobap—Hoembap 2015. bpoj 40

Yaconuc o cnobogHom cogpTBepy

Encrypt Clipboard with Passphrase I
Sigh/Encrypt Cliphoard with Public Keys
Manage Keys

ext Editor

joWw W3ABAJAMO -
bucajac kondepeHnuunja y beuy
Kanubap — BuptyanHa oubnunorteka

Creative Commons AyTopcTBo-HekoMepLijaaHo-LennTi Nof NCTUM YCIoBIUMa


http://creativecommons.org/licenses/by-nc-sa/3.0/rs/

JIMBPE! uaconuc o cnosoarom coersery OkToBap—Hosembap 2015,

Pey ypeaHuka

JIWBPE! npe pane

Hajnpe Mopamo [a ce 3axBanuMo CBMMa KOjU Cy HaM NUCANN 1 MPYXUaM Ham
NOAPWKY. MHOrMMa CMO OArOBOPUAM HAa MACMO W NMYHO CE 3axBaauiW, a
OHUM APYruM, KOjUM@ HUCMO CTUFAM La OArOBOPWUMO, W3BWHABaMO Ce U
3axBasbyjeMO Ha 0Baj HaYMH.

Y3eBWwK y 0631p KOAMYMHY nMcama 1 ,NajkoBa” Ha APYLITBEHUM MpeXama,
BP/I0 CMO 33[0BOJLHU MPYXEHOM MOAPLIKOM. PyKy Ha Cpue, Huje TO Heku
umMnosaHtaH 6poj, Tako Aa kemo 3a cafa mopaTw da npusHamo cebu pda
JIBPE! Huje Yaconuc Koju peBoJIyLIMOHAPHO Merba CBET M YCTa/beHe HaBuKe.
3a cafa hemo ce 3a0BO/bUTY Ja CMO NJaMUYaK KOji rOpu U YeKa MorofHuje
ropueo (bosbe Bpeme 1 60sbe jbyae) Koju he pacnnamcaTti Beky BaTpy.

080 nogHebbe bankaHa je paHuje y UCTOpUjI BILLE XNBENO MO (UN030¢Nnju
cnoboaHor codteepa. MpyXare ycayra npujatesby, CEOCKe KoMLwjcke Mobe
6e3 HOBYaHe HafOKHafe Cy MpaBM EKBMBANEHTU KakKO Yr/iaBHOM
(yHKUMOHMIWE pa3Boj cnobodHor u becnnaTHor codhTBepa OTBOPEHOr Koda.
Hukaga HucMo 6uan boraTi, 4ecto cMmo 6unn nopobsbeHun, a unak cMo ce
KONMKO-TONNKO pa3Bujanu. Haww fefosu Cy CxaTanu fa CaMu He Mory [Aa
ypaje HUWTa KanuTanHo. 3ajedHo ca poAbuHOM 1 KOMLWMjaMa je MHOro
naKuwe. MoWTo napa HeMa, Pef je ako T je HEKO MOMOrao fa U TU NoMaxeLl
HeKOM apyroM. Hekaa Bpahalll yCyry oHoM Ko je Tebu nomarao, anu To Huje
npasuno. Moxell aa nomaxeww 1 Tpehoj 0cobu Koja he ycnyry nocne BpaTuTy
OHOME KOME CU TI [IyXKaH.

[la 1 je 0BO HajnpaBefHMj cucTeM? HapaBHO fia Huje. BpeAHOCT MpyXXeHux
yCyra HUKafia Huje jedHaka. YBeK HeKO [Aaje BuWlle 1 TO je YBEK M3BOp
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Pey ypeaHuka

Hecyrnacuua. 3aTo Cy Halmv AefoBM CMUCAUAW MOCAOBWLY: ,YUCT payyH,
nyra jby6as”. Y npeBody — TV NAATULL MOjy YCAYTY, a ja NAaTM TBOjy yCayry
W CBU Cy 3a0BOSbHU. TO je J0OPO Kad MMa napa, a Kaj WX HeMa, WTa oHJa?
Hanpeayje a1 camo OHaj Ko uma napa?

3a CupoMallHa ApYLITBa Kao WTO je Hale 6osbe je BOAUTY Ce NOCAOBULIOM Yy
ce 1y cBoje kibyce” u duno3odujom cnoboaHor u becnnatHor cohTeepa
0TBOPEHOr Koda. ToM duno3odujom ke yaconuc fame Aa (YHKLMOHWULE.
CBaku ayTop ke nnucaTu n LennTin CBoje 3Hake Aa Ou 1 apyri Tako paanau, a
Kako brucMo CBU 3ajeHO 3Hanu BULLe. MNaj 3a 3HakeM Takohe Moxe aa byae
no6pa MoTMBaLMja.

Nlobunn cMo [0CTa KOPUCHMX CyrecTWja u npeasora Koje kemo npobatu aa y
HapefHOM nepuody, Yy CKnady ca CBOjUM CTBAapHUM MOryhHOCTUMa,
MPUMEHNMO 11 MCNOLLTYjeMO. He MOXeTe 04 HaC 04YEKNBATYW [a Ha CBaKy Temy
3HaM0 0AroBop. KonMKo 3Hamo, TOAMKO hemo w nucati. To Huje pasnor ga
HaMm [la/be He MULeTe, He KPUTUKYjeTe Hac, He XBanuTe Hac M Ja He
3axTeBaTe [a MNLIEMO O HEKMM BaMa 3HayajHM TeMaMa. AKO 3HaTe HELTO 0
cnobogHoM 1 becnnaTHOM cohTBEPY OTBOPEHOr KOA@ O YeMy M joL HUCMO
MUCann 1 MUCAUTE [a je 3HayajHO 3a OBY TeMy, C1060AHO HaM NOHYANTE Ball
ynaHak. OH He Mopa Aa byae MAeanHO CTWACKN HamWCaH, UMaMo Jbyae Koju
TO MOry da AoTepajy W npunpeme 3a objaBy. Hawa agpeca enekTpoHCKe
nowTe je u gase libre [et] lugons [dot] org.

Nlo cneneker 6poja,
JIMBPE! Tum,


mailto:libre[et]lugons[dot]org

JIMBPE! uaconuc o cnosoarom coersery OkToBap—Hosembap 2015,

Cappxaj

BecTtu

Nync cnobope
bucajac koHhepeHumja y bedy
I13BewTaj ca bapKamn koHdepeHuuje 13 bare Jlyke
BuTKoMH — n3BeLwTaj ca Tpeher cacTaHka

MNpepcrasmamo
CurypHuju onepatusHu cuctemn (1. geo) — Tejnc
Kanubap — BupTyanHa bubnnoteka

Kako pa...?
Hymepuyka obpaga u cumynaumje

CnobopHu npodecnoHanay,
N=HM npobnem

Cepsep
EHKpunTOBake 1 Konupame cepeepa
KopuwherbeM lynancuti nporpama

Mobunuu kyTak
®-fipoua

Mok criobonHor z '%

coTeepa

mLibreOfﬂce
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Bpoj: 40
MNepuoauka usnaxera: MeceYHnK

N3Bpwnu ypepnuk: Credad Hoxunnh
TnaBHu nekTop:
Apmup XanunkaHouh

Jlektypa:

Jenena Mynhat Cawka Cnuwijak
AnekcaHpap boxuHoBuh
AnekcaHppa Puctoeuh

Fpaduuka obpapa:
Dlejan Marnos

WBaH Papenuh

Iuzaju: White Circle Creative Team

NuBPE! npujaTessi

REGIONALNI

L : LINUX PORTAL

hnlé%@ linuxzasve.com
i LOVCENAC

=" LINUX USER GROUP

Grupa kansnika GNU/LInux aperativiib sistems w Loveencu

info i tutonjali na srpskom
lubunturs.wordpress.com

Lubuntu®

Aarchllnux rs

4% ubuntu

‘&g LoCo Montenegro

AyTopu y oBoM bpojy:
Jlyka Xayn-Hokuh
Hukona Topoposuh
Henap Mapjanosuh

Octanu capagHuLM y 0BOM Opojy:
Mapko Hoeakoeuk Mwuxajno borgaHosuh

Metap Cumosuh
Fopan Mekuh

MovacHu YnaHoBM pepakupmje:

Xenko lNonusopa Xesko Wapuh
Bnapumup Monaguh

Anekcanpap Cranucaenesuh

KonTakT:
IRC: #floss-magazin Ha irc.freenode.net

E-nowra: libre@lugons.org
Beb: http:/libre.lugons.org



mailto:libre[et]lugons[dot]org
http://www.ubuntu-rs.org/
http://slackware-srbija.org/
https://www.lugons.org/
http://linog.info/
http://www.whitecircle-design.com/sr
http://www.linuxzasve.com/
http://archlinux.rs/
http://lovcenaclug.blogspot.com/
http://lubunturs.wordpress.com/
http://www.ubuntu-me.org/site/
https://libre.lugons.org/

JIMBPE! uaconuc o cnosoarom coersery OkToBap—Hosembap 2015,

29. centembap 2015.

CyocHusau Majpart beja
ocnoboheH 3aTBopa

Fotdpua CeapTxonm je ocnobokeH 3aTBOPCKE
Ka3He of 3 roauHe.

KopucTaH auHk: http://j.mp/1P18Ysz

2. okTobap 2015.

Kanubpe uma pobuja noapuky
3a KOHkc

Osa anatka 3a ynpaBbawe W Mpesohere
eN1EKTPOHCKNX KHbira W3 jefHor qopmata y apyru
no6uja noapLuky 3a KOUKc (KFX) on AMasoHa.

KopucTaH nuHk: http://j.mp/INItYdp

14. okTobap 2015.
KOE nyuu 19 roguHa

,[IONyNapHOCT  JyHWKca  pacTe  3axBasbyjyhu
cnoboaHUM BapwjaHTaMa Kao WTO je JNHYKC. A
jow yBek HepocTaje CTabunHO OKpyXere pajHe
nospwu fobpor w3rnema.” — Hanucao je MaTujac
Etpux (Matthias Ettrich) 14. okTobpa 1996.
rnoBoJoM 0bjase CBOr HOBOI MPojeKTa.

KopucTaH auHk: http://j.mp/1P195UP



http://j.mp/1NltYdp
http://j.mp/1P195UP
http://j.mp/1P18Ysz
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21. okTobap 2015.

®paHuycka rnacana 3a
npowupere ynotpede
chobopHor codTeepa

OpaHUycKa je Ha HaLMOHaNHOM pedepeHaymy o
LATMTaNHUM TeXHONMOrMjaMa rnacana 3a yCBajare
npeanora 0 npolwupery ynotpebe cnobopHor
cohTBEpa 04 CTpaHe BRAAMHUX OpraHu3auuja u
WHCTUTYLM]a.

KopucTaH amuk: http://j.mp/1QCwrjY

22. okTobap 2015.

Aurutanuu notnucu Ha NA®
paTtoTeKaMa CTUXY Ha JIMHYKC

Monnep npojekaT, KOju KOPUCTM BehUHa YuTaya
ENEKTPOHCKMX [JOKYMeHaTa Ha JnHykcy, Zobuwja
NOAPLLKY 33 AUrUTaNHN NOTMNC W BEpUDUKALMY.

KopuctaH amHk: http://j.mp/1I8KN3w

29. okTobap 2015.

Top hackamwe

Top npojekaT je o06jaBuo CBOjy anmaukauwjy 3a
WHCTAHT pa3MeHy NopyKa Npeko 0BE MPEXE.

KopucTaH auHk: http://j.mp/1X75ngM



http://j.mp/1X75ngM
http://j.mp/1QCwrjY
http://j.mp/1I8KN3w

JIMBPE! uaconuc o cnosoarom coersery OkToBap—Hosembap 2015,

31. okTobap 2015.

Enn objasmo cBojy bubnunoreky
3a KpunToBame

OBa KOMMaHMja je HauuHuna cnobogHuUM KOA

g . ™
bubnuoTeke Koja ClyXu 3a KpunTorpagujy.

open source
KopucTaH anHk: http://j.mp/INItHal

10. HoBembap 2015.

Fyrn objaBuo Tencopcdnoy nop
CNo0OAHOM NMLEHLIOM

T'yrn je 06jaBMo CBOj anaT 3a MALLMHCKO Y4erbe Noa

cnobogHom nmueHuom. OBo ke omorykuti 6oy Ny
Pa3MeHy UCKYCTBa Mehy UCTpaxuBayuMa u nakLy v
umMnnemMeHTaunjy oBakeux aniukauwja. Osaj anat r
KOpPUCTE K/bY4YHW TyrnoBu CepBMCK Kao LTO je

NPEBOANAAL U MpenosHasake rosopa. Wnak, muje |1 ENSOr
objaB/beHa NyHa Bep3mja Koja oMoryhasa MpuUMeHy

Ha BehuM KnacTepuMa u Mpexama padyHapa.

KopucTaH nnHK: http://j.mp/1kOPTOb

12. HoBembap 2015.

ﬂup,epu Y HHAYCTPUJu cynep-
PaYvyHapa Cy ce YAPYXUIn 'y
Kpeipaty HoBor dpejMBopka
JINHyKC (hoHAaUMja Ca HajpehuM nuaepuma y 0BOj
obnacT  nnaHuMpa  pasBujame  (hpejMBOpKa
0TBOPeHor Kofda 3a HPC okpyxetbe.

KopucTaH anHk: http://j.mp/INIESIN



http://j.mp/1NltHal
http://j.mp/1kOPT0b
http://j.mp/1NltSlN
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14. Hoembap 2015.

Maé'KpocodJT je objaBno cBojy
budnnoteky 3a MalMHCKO
yyere nog cnobogHom
NILLEHL,OM

Mopen lyrna, n oBa KomnaHwja je objaBuna CBOjy
bnbanoTeKy 3a MAlWWHCKO y4ewe nog MUT
NMUEHUOM. 3a pa3nuky o4 lyrna, oBaj Ckyn anaTa
oMoryhaa ynoTpeby MalMHCKOr yyewa Ha
ANCTPUOYMPAHIM CMCTEMUMA.

KopucTaH nmuk: http://j.mp/1icTepl



http://j.mp/1lcTepl

JIMBPE! uaconuc o cnosoarom coersery OkToBap—Hosembap 2015,

Mync cnobope

bucajac KoHdepeHumja y
beuy

“)

AyTop: lopaH Mekuh

0z npujaTesa u3 Metanaba koju Cy oBe rognHe bunu Ha bankoHy (eHr. BalCCon) yynu
Mo 3a bucajac (eHr. BSides). cKpeHo, HUCMO 3HaW LUTa @ 04EKYjeMo, anu CMO unak
OAY4MNN [a je AUruTaaHa CUrypHOCT HEeLTO LWTO XenuMo Aa 4yjemo. U Tako cmo ce
3anyTuan y bey ga nocetumo bucajac n Metanab.

OfMax no yna3y HEKOIMKO OTPOMHIX M3HEHaheHa:

* YnasHuua je YCBb KoHAOM — Maso napye eneKTPOHUKe Koje BaM omoryhasa Aa
nyHUTe CBOj TenedoH nam Tabnet npeko YCb-a Ha Tykum nantonuma 6e3 6ojasHu
[la MOTY HelTo fa BaM ypage. aeja je jeaHocTasHa — nowTo y YCBb KoHekTOpy
[1Ba KOHTaKTa C/yXe 3a Hamajakbe a AiBa 3a NMOAATKe, OHY 3a NofaTKe HuCy
PYTMPaHK yonwTe;

+ CBaKw noceTunall je gobuo Majuuly. MowTo ce ynasHuua He nnaha, 0BO je BeOMa
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Bucajac bey

Nen recT 04 CTpaHe opraH13aTopa, Te BUCMo MCKOPUCTUAN OBY NPUANKY Aa UM Ce
3axBannMo;

* OpraHusaTopu cy aobunu ByueT Koju, 0K Ce He NOTPOLLM, CAYXK Aa b1 noceTnoum
no6unu becnnatHy Kady, Yaj, COK 1 ceHanye. CBe je y4nrbeHo Kako He bucmo
MOpaau HanyCTUTU NPOCTOPUje;

* YKO/MKO HUCTE MOCETWUAN 3BaHMYHI CajT, MPenopyyyjeMo Aa To ypaanuTe Makap Aa
bucre Bnoenn ,an3ajH". Ce je y I0C maHupy n umate ocehaj aa rnenate y 386.
Joww BuLLIe n3HeHahyje YnkeHnLa aa rneaate y byTctpan (eHr. Bootstrap) Temy;

B5idesiiends Beyol WETEER CFF  Talks Schedule Ueniye Begistiration Spdissers Code of Cobduct Past Ceents

JeoHa nowa BeCT y BE3W C KOH(EepeHUMjoM je Aa OpraHu3aTop Huje CHUMao
npenasatba. OBO HaM je B0 BeoMa 4yAHO, ann y3eBlww y 063up Oa Cy Heka of
npenasatba OTKPUIA 1 HEKE TajHE KOje BENNKE KOMMNaHWje 11 Bafe He xene aa objase,
He Yyau 0ANYKa a NPefaBayn 0CTaHy Makap Mano aHOHUMHY.

0pn npedasaya 0 KOjUMa AeUHUTUBHO CMEMO nucaT UCTuye ce AnpujaH Jabposcku
(Adrian Dabrowski) Temom ,XakoBare XOAMBYHa" Yy KOjoj je WAyCTPOBa0 Heke OA
nonynapHux (uaMoBa 1 rpelke y xakosary. [a byaemo UCKpeHu, HUCMO CUrypHN Aa
N je Npe3eHTauwnja buna npedasarbe UAN CTEHAAN KOMeauja.
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JIMBPE! uaconuc o cnosoarom coersery OkToBap—Hosembap 2015,

Mync cnobope

[pyro npepasatbe, Koje HaC je M3HeHapuno, npeseHtosao je LUTegan LLymaxep
(Stefan Schumacher) nop Hasusom ,Mcuxonornja besbeaHocTu”. LUTedaH je nckycax
6By HeT-bu-Ec-un (enr. NetBSD) nporpamep Ca OrpOMHIM 3HarbeM MCUXonoruje u
OnbakTuke. AyTop 0BOr TeKCTa je UMao Cpehy WTO je Ha npejaBaky Nopes wera
Cefle0 Nejaror na je UMao CMMyATaHo npeBohere kako 61 CxBaTO NyHY reHrjanHoCT
[UtedpaHoBor npepasatba. [la He Oyne 3abyHe, LUTedhaHoBO 3Hatbe eHrneckor je
nep(ekTHO, au 3Hawe M3 MCuxonoruje ayTopa 0BOT TeKCTa je 6au3y Hyne, na je
npesos 6uo notpebaH kako 6M pasymeo Heke Of TepMUHA Koje je KOPUCTHO
(Mpum.ayT.).

JemHo op HanpedHujux npefaBakba je buna ,CTyauja Cnyvaja 0 CUTYPHOCTM
ynpaB/batba anaukaLuja npema benoj amcTin"! Koje je Apxao PeHe OpajHrpybep (René
Freingruber). MowTo 0Ba MeTOf4a NOCTaje CBe MONynapHuja y BEUKUM KOMMaHWjaMa,
0Ba TeMa MocTaje U TeK ke nocTaTv 3aHUM/bIBA, MOWTO je PeHe edmkacHO Nokasao
kako obuki 3abpaHe kako kpo3 Bukyan bejsuk Ckpunt, Tako u Kpo3 Mayepiien

1 Case study on the security of application whitelisting; bena nucTa je nnCTa Ha Kojy ce
[00ajy ananKaumje Koje CTeKHy KOpUCHNYKY A03B07Yy. CaMo anankaumje ca ncte ce
MOTY NOKPEHYTH.

12


https://de.m.wikipedia.org/wiki/Visual_Basic_Script

Bpoj 40

Bucajac bey

(PowerShell). 3a oHe Koju Bone fa Ce CnycTe BeOMa HWUCKO Ha HMBO acembnepa U
MEMOPU|CKNX NOKaLMja, NOKa3ao je LTa Ce TayHO Aeluasa M Ha TUM HIBOMMa.

-

Moxza n Hajpehe n3HeHahere 6o je WKOTCKN xakep Majkn Llek (Michael Jack). Lok
3a MHOre Moxe buTi n3bop CTyamjckor nporpama Ha KojeMm je Majkn seh apyry roguHy
— eTUYKO XaKoBare. Hkada HUCMO Yynu Ja ujedaH (akyaTeT y EBponu npyxa 1 0By
BPCTY 00pa3oBara (MpuM ayT.). U3HeHahewe je Buno To wTo je Majkn gowao Kao
nocetunal, Aa OM HakoH OTKa3vBata je4HOr MpefaBaya YCKOYMO W 0APXao
npenasatbe ,Kpunto patosn 2" (Crypto Wars 2.0). Majkn je wan BeoMa WCKyCaH
npedasay uan NPUPOLHM TaneHaT, MoWTo je Naxty CBUX HaC OpXao O noyeTka Ao
Kpaja ca 3amMano 0TBOPeHWUM yCTUMa. pefaBatbe je Npukasano passoj Kpuntorpaguje
KPO3 UCTOPU]Y, K/byYHe urpaye (Kako MmojefuHLe Tako W OpraHu3auuje), anroputme
KOjU Cy KOpULREHN 1 KO UX je UMNNEMeHTUPao, Te YTULaj OpraHu3aumja Kao WTo cy
amepnyka AreHumja 3a HaunoHanHy 6e3begHocT (NSA) u 6puTaHcku LTab 3a
koMyHukauuje (GCHQ) Ha ocnab/buBarbe anroputama eHKpuUnuuje ca uutaTuma o
KpUNTOrpagmju IMYHOCTY Kao LUTO Cy akTyenHu npemujep bputanuje Jejsua KamepyH
(David Cameroon). 360r 0BaKBIX LMTaTa HYM 3a Majkna HUCMO CUTYPHM Aa N j& APXKao
npedasatbe U CTeHdan Komeaujy.

3a NyH cnucak npedasaka nocetute http://bsidesvienna.at
Jtalks/ . ObehaBamo na ce HekeTe nokajaTy.

HakoH KOH(epeHUMje ApYyXewe je HacTaB/beHo Yy beykom
Xakepcnejcy Koju ce 3oBe MeTanab, 0 yemy hemo nucatu y
cneaekem bpojy.
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JIMBPE! uaconuc o cnosoarom coersery OkToBap—Hosembap 2015,

Mync cnobope

W3BewwTaj ca bapKamn
KOH(epeHuHUje U3 bawe
Jlyke

AyTop: lopaH Mekuh

MoyeBlwn oa TeMa, Apyru baranyyku bapKamn je ooyleBMo, ako HUKOT Apyror, oHAa
ayTopa OBOr TekcTa. [oBopehi CNeHroM nporpamepa, Teme Cy Oune M3y3eTHO ,HUCKON
HMB0A"! — 04 KepHen nporpamuparba, Mpeko uckopuiikera cnaboctu nporpama 3a
nobujatbe npasa KOPEHCKOr KOPUCHUKA (pyT) A0 Kopynuuje modaTaka Ha MeaujyMuma
ycnen pasnnyuTux forahaja kao WTO Cy Nucatbe y MEMOPUJCKY NoKaumjy 6ausy oHe Kojy
XENMMO [ia MPOMEHUMO, KOCMMYKMX 3paKka, KBaHTHWX (AyKTyauuja W CBUX OHMX
613apHUX W YyAHUX CUTYaUMja Koje HUKO He Moxe objacHuTu. Pyky Ha cpue, buno je u
Maso Marbe ,HUCKMX" MpefaBakba, Kao WTo Cy ,Kako nocTaTy (puieHcep 1 kako oncraTi
Kao dpuneHcep” n Bed nporpamuparse y3 ®nack 1 MajToH. Y3eswn y 063up nbop Tema 1
HIIXOBY TEXMHY, BEOMa M3HeHahyje naxta Nybauke Koja je Y CKOpPO HenpoMereHoM
6pojy ncnpatuna gorahaj oo camor Kpaja.

1Y cnieHry, NOBPLUMHCKIN HABO 03Ha4YaBa CBE LUTO Ce NMOKpehe Ha onepaTMBHOM
cuctemy. C apyre cTpaHe, HUCKK (Ly6OKi) HUBO Ce HajyeLlhe 0OHOCK Ha KOMMOHEHTE
CUCTEMa, Ha KEepHEN 11 Ha yNpaB/bayke Nporpame.
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bapKamn BJ1 0x02

Ma oa KpeHemo o noyeTka. CaMo NeT caTit nyTa Hac je Aeno Of anconyTHe 3abase y3
XaKepe. Y3 LjapuHe, TpU4aBux CedaM CaTy je Mpowno y ApywTBy bpxe Hero Wro cmo
oyekmBann. CyTpadaH je Ha ET®-y noyeno felasatbe, paan Kojer CMo CBU JOWAN, Y3
Matrbe npobeme ca MpexxoM. Ha NpBoM NpeJaBary Ce BUAENO fa Ce ekuna npefasaya He
Wanu kaja cy Teme y nuTaty. [paraH Cumuk je npuyao wTa je TO T3B. edekaT
,4eKkrhatba BPCTe” (eHr. row hammer, NpuM.NPEB.) NN KaKO U3MEHUTH BUT y MeEMOpHju
KOM Hemamo npucTyn. YkpaTko, 36or rycTuHe 6MTOBa Ha (M3UYKMM  4UMOBUMA,
eNeKTPUYHN Haboj Koju npeacTas/ba OMTOBE MOHEKad MOXe Aa ,NpoLypu” Ha CyceaHy
nokauwjy. [lparaH je npeacTaBMO WTa Cy WCTPaXuBayu paguau fa Crpeye 0BaKBO
MoHallake Memopuje Kpo3 codTsep v xapasep. WIcTi npeaasay je KacHMje Npuyao v o
TOME Kako Ce OWUTOBM Ha MeaujyMuMa NOHEKaA MPOMEHE MaKO UM HUKO HWKaj Huje
npucTynao. ako ce 0B0 CTaTUCTUYKM PETKO [ellaBa, NOCTOje CNyYajeBu Y KojMa TO Huje
3aHeMap/bnBo. Kao npumep pat je BXC v ga oo Hekonuko aeceTuHa netabajta, 128MB
nopataka byae kopymnupaHo 6e3 MorykHOCTM nCnpaBke.

Hukona HeHaguh je npuyao o BeMa BEOMA MHTEPECAHTHIUM TeMaMa y Be3U Ca KepHenoM:
nucame fpajsepa (ynpas/baykux nporpama) W Kopuwhere KoMmnpecuje Memopuje y
KepHeny (zram, zswap w zcache). IHTepecaHTHa YuibeHMLA je 1a, MakKo padyHap Beoma
L00po paam ca bpojeBuMa Ca MOKPETHUM 3ape30M, Y KepHeNy je 3abparbeHo KOpUCTUTH
ux. Ca opyre CTpaHe, yKOMMKO UMaTe CTapu XapaBep Ca Mano Memopuje, KOMNpPecoBarbe
rnoJataka npe CHUMaka y MEMOPUjy MOXe [ia BaM 0XWBM Taj Xapasep.
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https://sr.wikipedia.org/wiki/Veliki_hadronski_sudara%C4%8D

JIMBPE! uaconuc o cnosoarom coersery OkToBap—Hosembap 2015,

Mync cnobope

AyTopy Haj3aHuM/bUBMjE NpefaBate je 6uno o barouMa Kopynuuje Memopuje Koje je
npxao CTpaxua Munepad. Beoma neno je 0bjacHno WTa Cy TO CUrYPHOCHM NPONYCT Ha
HUCKOM HMBOY: npennBatbe badepa (eHr. buffer overflow), 6arosn y dopmaTuparby
CTpuHroBa (eHr. format string attack), w3na3ak BaH Oncera WHTWULepa (eHr. integer
overflow) w ppyru. Takohe, NpuKasao je HEKONMKO TeXHUKa 3alTUTe Koje Cy
UMNNEMEHTUPaHe, 00jacHKO je 3alUTo je Hemoryhe 3alUTUTTI Ce HEKOM aNnaTKoM Koja b1
ayToMaTCKi oabujana Hanade W NpuKasao 3alTo je yonwTe Hemoryke bpaHuTh ce oa
Hanaaa buno Yume WTo Hije 106PO Nporpammparse.

AyTop 0BOr TekCTa je nmpu4ao o Beb pa3gojy y3 ®nack pa3sojHu OKBMP (eHr. Flask
framework) v MajToH je3uk. Mpenasare je buno Ha NOYETHOM HUBOY 1 b je 610 N3HETU
Wieje Koje Ce He Hanase y Apyrum peluerbuMa. Takohe, MPUCYTHU Cy MOr/IN YyTI KaKo 04
®nacka, Koju je no AM3ajHy MUHUManaH, HanpaBuT KOPWUCHO Pa3BOJHO OKPYXere
YK/by4nBareM MPOLLMpEH:a.

3a Kkpaj, [opaH JakoB/beBuk je MpUYa0 Kako MOCTaTW (puneHcep, WTa Cy Hajyellke
rpeLLKe, Kako Hajopxe 1oki 10 NOCNA W 3aAPXaTh KNKjeHTe.

CBe OHe Koju Hucy 6uan y MoryhHOCTI Aa NpUCyCTBYjy MOXeMo 00padoBaTy Bewhy Aa je
opranusaTop obehao ga ke cBa npefaBara OUTW OKayeHa Ha JyTjyb KaHan Kaja ce
3aBPLLUM MOHTHUPAkbE.
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BuTKOMH

BUTKOMH — n3BeLlTaj ca Tpeher
cacTaHKa

HACKL4B
. B30GR4D _

AyTop: AnekcaHaap boxuHosuh

Tpehn cactaHak beorpaacke rpyne okynsbeHe oko butkonHa oapxao ce 30. okTobpa
2015. rogmuHe y 6eorpaackom xaknaby y laHuyapeBoj yauuy, 6poj 23, ca noveTkoM y
18 yacoBa. naBHa TeMa CaCTaHKka buna je BUTKOWH TexHomorMja — LWTa HaM OHa
[IOHOCK, KOje Cy TO HOBE MHOBaUMje M Koauka je ynoTpeba butkomHa y CBeTy.
Moaocehara pagu, OUTKOWMH je KpunTo-BanyTa, AMrUTanHW Hosal. OpraHu3aTtop
Tpeher cacTaHka je 4naH beorpaackor xaknaba Metap Cumosuh, yjeoHo w aytop y
JBPE! yaconmcy. WHuunjaTop npBor okyn/baka je 610 M3BecHM [ylwaH Ha cajTy
http://www.meetup.com/Beograd-Bitcoin-Meetup/. Ha cactaHky je 6uno jemaHaect
JbY M, WTO je MOMaK y 0AHOCY Ha APYrM NyT Kaja Ce CacTano 0CaM JbyAn. 3aHNMIbIBO
je cnomeHyTh da je mehy wuMa 61Uno cTygeHaTa W cpepmowkonaua. CactaHum ce
yrNaBHOM OpraHu3yjy jeaHoM MeceyHo. CMaTpajy Aa je TO 40BO/bHO Aa bn ce cTekne
HOBe TeMme 3a pa3roBop. Mo peyuma [eTpa, /byan KOju 4ONa3e Ha CacTaHKe 3Hajy
n3HeHahyjyhe MHOro o bBuTkomHy. MehkyTuM, TO Ce HE OAHOCK TOANKO Ha TEXHWYKK
[1€0, KONIMKO Ha Npakere AellaBatba Be3aHa 3a BUTKOMH Y CBETY.

Ha npeTxo4Ho CMOMEHYTOM CajTy OpraHM3aTop HaBoaW Aa he HOBM 4YnaHoBW LOOUTU
buTKoMHe y BpeaHocTM 04 10 AnHapa. BUTKOWHK ce noknarbajy Aa Bu ce noYeTHULK
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http://www.meetup.com/Beograd-Bitcoin-Meetup/

JIMBPE! uaconuc o cnosoarom coersery OkToBap—Hosembap 2015,

Mync cnobope

MOACTaK/IM [Ja HanmpaBe HOBYAHWKE 3a MpUMame HOBLA U TWUMEe Ce HenocpeaHo
yo3Hajy Ca OBOM TEXHOJIOrMjOM Ha NpakTU4aH HayvH. OBaj noTe3 Ham ,CyBy Teopujy”
npeTtaye y CTBAPHOCT W MOKa3yje HaM KOAMKO jeAHOCTaBHO W NPaKTUYHO MOXe 6uTK
kopuwherwe 6UTKOMHA 1 Be3 NpeBenMKOr 3Hata U pasymeBata Kpuntorpaduje,
€KOHOMUje W payyHapckux Mpexa. Mlako Ha TpeheMm cacTaHKy Huje npukasaHa
TpaHCakumMja, TO Ce MOrN0 BWAETM Ha MPEeTXOQHWM cacTaHuuMma, a CBM
3aMHTEpecoBaH MokK ke TO Aa Buae Ha byayhuM cacTaHumMMa. Ha cacTaHKy ce Morno
4yTW Ja ce BUTKOMH MOXE KOPUCTUTI 11 Kao CPeacTBo nnahara y jefHOM Kaduky y
beorpaay. Pagu ce o kagmky ,AneTut” (Appetite, Kpabuue Hatannje bp. 30) y Kojem
nocToju 6aHKOMAT Koju Meka AnHape y butkomHe. MocToju naeja Aa Ce HeKi HapeaHu
cacTaHaK OfpXu ynpaso TaMo.

_ beorpaacku xaknab je Mecto npunarokeHo
A : 33 BpLUKbAYKY edykaumjy. Kao TakBo, Bpno
- je MorodHo 1 3a OKyr/batba 0BOr TUMa, CBE
[ok 6poj He npenasn [fBagecer, no
€n0604HOj MPOLIEHN ayTopa O0BOr TEKCTa.
CBe Bpeme je Bnafana npujatHa atmocde-
pa, a Metap, fomahuH xaknaba, noctapao
ce fa cau byoy nocnyXeHn Yajem, COKOM 1
cnaTkuwmma.,  MHOMW  y4ecHUUM Cy Ha
caCTaHak foHenM CBOje  JfanTone U
TenedoHe, a KO Huje [0 Taf MMao CBOj
BUPTYENHM HOBYaHMK, MOrao ra je OBOM
NpuAKOM CTehK, a 3aTuM 1 JobuTI NOKOjU
BUTKOMH Ha NoknoH. [lyx cnobode yTUCHYT
je y CTUKepe Koju Cy HanernsbeHn Ha ropky
CTpaHy BehuHe nanTona  MPUCYTHOT
0cobsba. To Cy CTUKepu ca norooM YoyHTya,
®efope, 3aTUM JIOTO OMpaXkeHe Amepuyke
besbenHocHe areHumje, Topa u Oajep-
(hokca. JefaH nanTon Kpacmo je cTukep ca bankoHa (BuaeTv npeTxofHa aga bpoja).

Ha cacTaHKy ce ACKYTOBaso 0 KOPUCTW T3B. ,pydapersa”
(eHr. mining — cneumgpuyHA NPOLEC reHepucarba HOBUX
buTKoMHa). JemaH on 3ak/byyaka Ouo je ga Hajsehy
KOPUCT MOry CTehi OHW KOjU UMajy CneLmjanHy Hanpasy
3BaHy ,acuk” (eHr. asic — application-specific integrated
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BuTKOMH

circuit), LOK MOjeAMHUM KOju KOpWUCTe CBOje padyyHape 6e3 OOAATHe Onpeme, CeM
eHTY31ja3Ma, NpeTepaHe Bajae HeMmajy.

Beoma 3aHMMIbMBA BECT KOja Ce Ha CacTaHKy Moria 4yTu je da je y Pycuju HanucaH
HaLPT 3aKoHa npema KojeM ce 3abpatbyje OUTKOMH W KOji, HauMe, MPEeTI 3aTBOPCKOM
Ka3HOM Yy Tpajatby 40 YeTWUpu roAuHe. Pycuja nokyliaBa Ha OBaj HAYMH Aa 3alTUTL
CBOjy BaayTy. Buie o Tome Ha http://izvestia.ru/news/593841

PacnpaBa Ce noBena My CMepy NpaBHe 3alUTUTE AnLa O KOjuX je BUTKOUH YKpadeH.
[NaBHO NuTae je, Aa M 61 ApXXaBHM OpraHu (HNP. noauLMja U CyACTBO) MOrAM Aa
npeno3Hajy kpaky buTkouHa Kao npasy Kpahy, OAHOCHO Kao KpuBWUYHO Aeno? MowTo
je BUTKOMH 3acHOBaH Ha OTBOPEHOM KOy, CMOMEHYTE Cy T3B. KpUMTO-BanyTe Koje Cy
HacTane Ha CIMYHOM NPUHLAMY NO KOjeM je BUTKOMH pa3BujeH (Hanpumep T38. Jew —
eHr. Dash). Morno ce 4yt nopeherwe NOjeANHUX KpUNTO-BanyTa, a Y4eCHWLM
pacnpase nocTaBuN Cy XUNOTETUYKN MOLEN HOBE KPUNTO-BaNyTe W YCMOCTaBuamM cy
HEeHe OCHOBHE MPUHLMME. YYeCHULM Cy jeJHOrNacHO carfacHu ca TUM [a Ce Beauka
npeaHocT BUTKOMHa orneda y TOMe fa Ce 3a MojeduHy TpaHcakuujy nnaka csera
0.000113 buTkomHa (TpeHyTHO 4 AuHapa) be3 063upa Ha M3HOC Koju Ce MpeHocw, y
0[HOCY Ha KOHBEHLIMOHANHE HayWHe TpaHcdepa HOBUA 3a WTa baHke ,nebeno”
Hannahyjy cgoje ycayre.

YKOMKO BaC OBa TEMa MHTEpecyje U XenuTe fJa ca OoCTanuMa AUCKYTYjeTe 0
OUTKOMHY, MOXeTe Ce MPUKbYYMTM rpymi http://www.meetup.com/Beograd-Bitcoin-
Meetup/. lobap pa3roBop 1 npujaTHa aTMOCdepa Cy 3arapaHToBaHM.



http://izvestia.ru/news/593841
http://www.meetup.com/Beograd-Bitcoin-Meetup/
http://www.meetup.com/Beograd-Bitcoin-Meetup/

JIMBPE! uaconuc o cnosoarom coersery OkToBap—Hosembap 2015,

CurypHuju onepaTtusHu cuctemu — (1. peo)

%Tails

theamnesicincognitolivesystem
Aytop: Metap Cumosuh

CBakako [a [aHaC BuMWe BOAWMO payyHa O COMCTBEHO] MPWUBATHOCTW KaKo Ha
WHTEPHETY Ha APYLITBEHIM MpeXaMa Tako W IOKaJHO Ha CBOM payyHapy. HapasHo Ja
je cTanHo noTpebHO NasnTy Ha Koje MHKOBE KNMKREMO Ha MHTEPHETY, Kakse (ajnose
0TBapaMo Yy eeKTPOHCKO] NOWTK, Koje nporpame nokpehemo Ha Hallem padyHapy u
Ca Kojum npaBuMa W3BpLUaBarba. To bu Tpebano na byae pyTuHa cBakor 04roBOpHOr
KOPUCHUKA, @ He napaHOWyHO noHaware. fowTo cMo Beh ko4 OHWUX Mano
HenoBep/bUBIX U OMPaBAAHO MapaHOUYHUX KOPUCHWUKA, BpeMe je Aa npeacTaBuMo
Tejnc (eHr. TAILS, The Amnestic Incognito Live System), 3a Kojer Cy BepoBaTHO MHOM
Yy/n, @ MOXZa ra 1 ucnpobanu, Mam ra 0faBHoO KOpUCTE.

Tejnc je 6a3upaH Ha [ebujany (eHr. Debian), nokpeke ce y xusom Mopy (eHr. live
mode), WTO 3Ha4u fa Heke MPUCTYynaTW XapA [OWCKY Baller padyHapa, Beh camo
pafHoOj UK rnasHOj MemMopuju. OBMYHO Ce Hapesyje Ha HEKW CMOJbhM MeaujyM Kao
wro cy ABL v YCB, ca kojer ce nokpehe npu CTapToBaky padyyHapa. Y 0BOM onucy
Hehemo npokK Kpo3 mpouec npasberwa OyTabunHor YCb-a wan [BA-a, ann hemo
YNyTUTW Ha HEOMXOAAH CO(TBEP KOjUM TO MOXETe ypaauTu. Takohe, AeTabHO heMo
06jaCHUTY NpUMEHY 0BOT OMepaTUBHOT CUCTEMA, KAao M CO(DTBEP KOjUM j& OMPEMbEH.

Mpe cBera HaM je noTpebaH cam OMepaTUBHI CUCTEM KOjU [071a3W Y N0Apa3yMeBaHoOM
.is0 (hopmaTy, a MOXe Ce npey3eTu ca cTpaHe Tejnc npojekTa: https://goo.gl/uRzSD7
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Kaga umamo .iso cinky cuctema, Hajnpe bu Tpebano aa npoBepMMO ayTEHTUYHOCT U
BEPOOCTOJHOCT Mpey3eTor .iso (ajna, TO jeCcT Aa ce yBepumo fAa (ajn Huje
MPEeCPETHYT Herae Ha MPeXu, MeraH, kao 1 Aa je baw oa oHora of kora bu Tpebano
fa byae. OBO Huje HEOMXOAHO, anK Ce TOMO Npenopydyje 36or moryker T3B. ,40BeKa
y cpeanHu” (eHr. Man In The Middle, wnn Hajuewke ckpakeHo MiTM). [a bucmo To
ypagunu, notpebHo je fa Npey3MeMo 1 SUriTaaHN NOTNNC .iSO CMKE, Kao M Aa y rar
(eHr. Gnu Privacy Guard) ybauumo jaBHM K/byd TejncOBOT Pa3BOjHOr TUMa, KOju
rapaHTyjy CBOjUM AUTUTANHUM MOTMMCOM 3a CUCTEM. JaBHU KJbY4 MOXETE Npey3eTy ca
https://tails.boum.org/tails-signing.key n ybauuTu ra 'y rar n3spLiaBakeM KOMaHAE:

gpg —-keyid-format long --import tails-signing.key

MoToM je noTpebHO mpey3eT M guUruTanHW noTnmc ca https://goo.gl/YpoVOU (oBaj
MOTNUC BaXKn camo 3a Bep3ujy 1.7) u cayysaTu ra y qongepy rae je v .iso canka. Y
TPEHyTKy nucara OBOr TeKCTa HajHoBMja Bep3uja je 1.7, ma je KOMaHda Koja ce
n3BpLUaBa 13 ongepa rae Cy QUruTanHn noTINC U cimka cnefeha:

gpg —-keyid-format Oxlong --verify tails-i386-1.7.iso.sig tails-i386-

1.7.is0

MpBM Ha4YWH je [a CWUCTEM TMOKPEHEMO U3 BUPTYENHe MallMHe KOopuherbeM
BupTyenbokca (eHr. Virtualbox, https://goo.qgl/rwxEO8), KoK je Apyru MeToq Ca XuBuM
0orepaTMBHUM CUCTEMOM Ha CrO/balltbeM MedujyMy NpakTU4HUjU U npeHocusmjv. Ma
yKonnko kopuctiute YCB, TpebaTe nporpam 3a npaB/beke Xue AMCTpubyumje Ha
HeMy, a 70 ¢y JyHeTbyTuH (eHr. Unetbootin, https://unetbootin.github.io/) u Jymun (eHr.
Yumi, http://goo.gl/8pnNww), LOK je y cnyyajy HapeswBamwa cucTema Ha UL v OB
rnoapasymeBaH NPOrpaM Ha BallieMm AuHyKcy nonyT bpasepa w WkcedbepHa (eHr.
Xfburn) noBosbaH.

HakoH cTapToBatba Tejica, MpW MpUKa3MBary NAABOr rPaduUykor KOPUCHNYKOT
nHTepdejca, Tpeba fa onabepete Aa AN XeAnUTe joL ONUMja UK He. 3a NOYETHUKE
KOjW CaMO Xene fa KopucTe 0CHOBHE Nporpame Koje Tejnc npyxa, OAroBOPUTE Ca He.
Ann YKONMKO XXenuTe uan umate noTpedy Aa npomeHuTe Bally Mak (eHr. MAC) agpecy
Kako On buno Texe fa Bac MAEHTUUKYjy no ypehajy Koju KOPUCTU MPEXY, Wau
XennTe Aa 3amackupate Tejac Aa urneda kao Aa je Bunpgoys ocam (eHr. Windows 8)
OMepaTWBHM CUCTEM Ha MPEXM 1 Tako Ce Nakle CTOMW Yy OKOAUHY He npusnayehn
HeXesbeHy NaXKky Ha MPEXU KOjy KOPUCTUTE, WA je NpocTo 3abpatbeH npuctyn Top
MpeXu, na mopaTe Aa KopucTute T3B. Top MocTOBe (eHr. Tor bridges) - oHAa je
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"uEFE I yaconuc o cnosogHoM cooTBERPY OkTo6ap—HoseMbap 2015.

notpebHo ga onabepete onumjy Aa (eHr. Yes) u Ty KOHUrypuLeTe 0Be Tpu onumje y
CKnagdy Ca BaloM CATyaLunjoM.

Congratulations. This browser Is configured to use Tor.

Ve W dckiress appearn o e VBA. 138,840

Musss et -lnm—mn’mm Harenatan MEsil g Tie sately. You i now s i e B inteee
iuyresisey Pew trei Iivbirta e sttt s well ey, ses Al

Donate 1o Support Tor ),

Ti QA Ske | Vamirnom |- P s Fuley | By Anongmous

HakoH Tora umaTe (yHKLNOHANHO OKPYXEtbe. 3aTiM je NoTpebHO Aa Ce NOBEXETE Ha
MpeXy 11 CayekaTe fa Ce ayToMaTCKu nokpeHe Top v fa ce nojasn obaBeluTere Aa je
Top cnpeMmaH 3a kopukere. 08O je 6UTHO jep je Leo ONepaTVBHM CUCTEM HaMpPaBJbeH
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OKO Wpeje 0 Nnakom kopuwherby Top Mpexe. CBM Nporpamu Koju KOpUCTe Mpexy cy
MOAELIEHN Aa KOpKCTe Top Kako B1 KOPMCHWK OCTA0 aHOHWMAH W Ha Taj Ha4uH My
0be3beno NpuBaTHOCT, LOK he Nporpamu Kojiu NoKylwaBajy Aa u3aky Ha Mpexy be3
Topa 6uTi NpeknHyTH paan 6e3besHOCTH. Bulle MoXeTe NPOYMTATH Ha CaMoM CajTy
npojekTa: https://goo.gl/jDtIX. Camo fa noAceTMMO yuTaoue fda CMO Top Mpexy
fieTasbHuje onucueanm y Tpu 6poja JIMBPE! yaconuca (22, 23. n 24).

OCHOBHM MporpaMn cy TuUWH, Kojer CMo y mpeTxoaHoM Bpojy onucann, Kno3 mejn
KnnjeHT (eHr. Claws mail), Kn-nac-ukc (eHr. KeePassX) meHaliep 3a 4yBake CBUX
BaLUNX Hanora Nog jefHOM WIdPOM, Kao 1 HEM30CTaBHI TOp MHTEPHETCKM Nperaeday
(eHr. Tor Browser Bundle). To cy camo nporpami Koji Ce BUAE Ca pafgHe MoBpLUK, anu,
HapaBHO, uMa ux jow. M3mBojuhemo cBakako MAT (eHr. Metadata Anonymisation
Toolkit), anaT 3a Opucare MeTanofaTaka, onmucaH y Opojy 26, EnekTpym (eHr.
Electrum), npeHOCMBI HOBYAHWK 3a QHOHUMHY AWUrUTaNHY KPUMTO-BanyTy — OUTKOWH
(eHr. Bitcoin), 0 Kojoj he 6UTK BULLE peyn y HEKOM 04 HapeaHux 6pojesa.
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JIMBPE! uaconuc o cnosoarom coersery OkToBap—Hosembap 2015,

Congralulations. This browser is configured to use Tor.

P 11 sl s G B6.542 100108

Donnie to Support Tor |,

Tioe A Tlike | Wblianimi | Mair @ Mty | Ty Arcssyimas
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ropes CUrypHOCHNX, Ty je 1 Leo Jinbpeoduc nakeT, Kao U Nporpamin 3a rpaguyky
obpagay:

* Tumn,

* WIHKckejn (eHr. Inkscape),

* Ckpubyc (eHr. Scribus).

LUTo ce Tnye nporpama 3a obpany, ypehusatrbe, CHIUMatbe 3BYKa 1 BUAEO MaTepujana,
Ty Cy:

* OpacuTm (eHr. Audacity),

* Tpasepco,

* [TuTnBn 1 gpyru.

MehyTiM, joL je MHTepeCaHTHMje To Aa Ce TejAC MOXe MHCTANMpaT (He HapesaTy) Ha
(new Memopujy W npu TOM WKGpoBaTH CBE NojaTke AaTOTEYHOr CuCTeMa (el
MeMopuje Ha Kojy Ce WHCTaaupa (eHr. persistance, https://goo.gl/yzwESO), ocum
HEKO/IMKO HEOMXOAHMX 3a MOKpeTakwe CUCTeMa. TO 3Hayu fa MOXeTe fa 4yBaTe
nofaTke yHyTap Tejnca 1 HakOH LITO yracuTte payyHap, 3a Pasanky o4 Onuuje XnBor
onepaTMBHOr CucTeMa, Koju ke obpucaTi cas PAM no raleky WM pecTapToBatby.
Oso Opucate PAM-a je KOpPUCHO jep CMpeyaBa TaKO3BaHW ,Hanad XNagHor
cTapToBatba” (eHr. cold boot attack, Bukunepuja: https://goo.ql/AUUDUP), jep PAM
4YyBa CafpXaj M B0 MWHYT W ABa NOCAe ralera padvyHapa, a y3 nomoh Mano
KOMMPEeCoBaHOr Ba3ayxa Memopuja Ce MOXe MOMEHTANHO 3aMP3HYTU U TUME 3HaTHO
NPOoYXWUTW BpeMe YyBatba nofataka y PAM-y. Moacehamo fa ce y PAM-y mory
HanasnuTi pa3Hu eHKPUMLMOHN K/by4eBM, Na je 0BO CBOjCTBO BEOMa KOPUCHO. Mopen
bpucarba PAM-a npu ratuery AN pecTapToBakby, TEAC MMa W ONUWjy Aa WwindpyjeTe
knunbopa (eHr. clipboard), To jecT OHaj A0 MEMOpUje Y Koju Ce CnpeMa CaapXaj Kaaa
KWKHETE Ha Onuujy 3a KOnupare (eHr. copy).



https://goo.gl/yzwES0
https://goo.gl/AUUbUP

"n BPE! yaconuc o cnosogHomM cooTsepy OkTo6ap—HosemBap 2015.

Encrypt Cliphoard with Passphrase |
SignifEncrypt Clipboatd with Public Keys
Manage Keys

Open Text Editoe

3a Kpaj, BaXHO je peki fa je Tejac AM3ajHUpPaH 3a HajKPUTUYHUM]E CyYajeBe Kada cy
KOPUCHALM YaK 1 y HENOCPELHO] XMBOTHOj OMAacHOCTW YKOJMKO HUXOB UAEHTUTET
byne oTkpuseH. O AHa nMa [0 BPXa CUCTEM je OM3ajHMPaH M OCMULIBEH Ca
LMrUTaNHOM CUrypHOLWRY W NpuBaTHOWRY Ha yMy, jep je HamereH 3a y30yruBave,
HOBWHape, aKTUBICTE 1 CBE OHe KOjuMa Cy HEOMXOAHW aHOHUMHOCT 11 MPUBATHOCT 3a
nocao Kojum ce base y yC0BMMa PENPECMBHIX PeXIMa ApxaBsa y Kojuma bopase. Kao
npumep bucmo Hasenw Epsappa CHoyfneHa (ewr. Edward Joseph Snowden), kome je
Tejnc cBakako AoCTa nomorao Aa noberHe u NpoCiefn MoBep/bMBE AOKYMEHTe
HOBWHapWUMa. An He camo 3a JbyJe Ca OnacHUM MOC/AOM, CUCTEM je HaMereH 3a CBe
00M4HE KOPUCHWKE KOjU Xene [a MCKOPUCTe CBOje MpaBO Ha MPUBATHOCT Mehy
payyHapCKuM Mpexama.
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Kanubap

BupTyanHna bubnnoreka

Aytop: [lejaH Marnos

MpeacTaB/baMo BaM 0BOr MyTa COMTBEP KOjU je HaMeHEH /byOuTebiMa NucaHe peyn.
Kanubap (eHr. Calibre) je cBeobyxBaTHO pelliere 3a ynpaB/batbe W OAPXKaBaHe
BUpTyanHe OmbanoTeke enekTPOHCKMX Krura. Kaga Kaxemo ,cBeobyxBaTHO
pellerbe”, MUCAMMO Ha To Aa Kanmbap Huje caMo 4nNTay eNnekTPOHCKMX KkbUra Hero
MHOT0 BWLLE 0f TOra, aau UAEMO peaoM.

WcTopuja

Ha npumepy pa3soja Kanubpa MOXeMo joll jeAHOM Aa MOKaXeMo YCnewaH HaumH
pa3Boja cnobogHor codTeepa.

Cse je noyeno 2006. rognHe kafa je ayTop oBor mpojekTa, Kosug lojan, youno aa
Conuje MPC-500, KomepuunjanHK YuTay eNeKTPOHCKMX nybaukauwja, He pagnm Ha
NNHYKCY. OOPHYTUM WHXWHEPUHIOM yCneo je Aa passuje Jinbnpc500 wTo
npeacTassba npetedy Kannbpa.

Cnepehn kopak y pa3sojy Kannbpa je pogasarbe (yHKLMe KOHBEPTOPA KOjW je BPLLMO
npeTeapare ApYrinx opmata enekTpoHCKMX Krura y JIPO, opmat 3a CoHujes MPC-
500 yuTau.

Ty aytop Kammbpa Huje CTao. BpemeHOM je CaKynuo NPUAMYHY KOMEKLMjy
eN1eKTPOHCKIMX nybankauunja u 3aTpebana My je opraHusaumja Tux nybavkaumja. Y Ty
cBpxy je Jnbnpc500 pobuo rpaduuku  MHTEPdEC M MeHalepa KonekLuuje
nybaukaunja (BupTyanHy 6ubnnoteky). Tana je oBaj nporpam KoHayHo 0610 UMe Koje
HOCW 1 JaHac.
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Osako ynmakoBaH, Kanubap je npueykao 3ajefHuuy cnobogHor cohTeepa Aa ce
Npuapyxu y fasbem pasgojy npojekta. AaHac Kanubap uma aeceTuHe nporpamepa,
TecTepa, BOJOHTEpa 3a npeBohewe W npujasbiBaya rpelwaka (6barosa).
KoHTUHyMpaHo ce pa3sija 1 LoOuja CBe BULLE HOBMX (YHKLM]a.

WHcTanauuja

Kanubap je MynTunnaTopMmckiu copTeep. Ha WHTEPHETCKO] CTpaHULM MpojeKTa
(http://calibre-ebook.com/download) mMory ce Hahu npunpemeHn BUHAPHN NakeTw 3a
WHCTanauujy 3a BuHgoys (32-6utHy u 64-6utHy Bep3ujy), Mek OC 10, kao u
nopTabunHa Bep3uja HaMereHa MHCTaNaLMjn Ha npeHocHM YCBb anckosuma.

Kanubap ce yrnaBHOM He Hanasn y CTaHZAPAHOM MakeTy NpPeAnHCTaAMpaHnX
nporpama Ha [HY-JuHykc cuctemmma. be3 ob3upa Ha TO, cBe [HY-JIuHykc
anctpubyunje y CBOjUM pU3HMLAMa YrnaBHOM UMajy npunpembeHe buHapHe nakeTe
33 uHCTanauujy Kanubpa. YKOAMKO TO MMak Huje Ciyyaj ca BawloMm AucTpubyumjoM,
MOXeTe WCMpaTuTX YnyTCTBO 33 WHCTanauujy ca Beh MNOMEHyTe WHTepHeTCKe
CTpaHuLe NpojekTa.

Kanubap je npuanyHo CNoXeH CKyn cofpTepa Koji 3aXTeBa A0CTa Mehy3aBUCHOCTY Na
Ce He Nnpenopyyyje MHCTanaLmja U3 M3BOPHOr KOAA Mako U Ta MOryRHOCT NOCTOju.
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MaHunynaumja n coptupare nybaukaumja Cy Takohe OOBEAEHW A0 CaBPLUEHCTBA.
YpehusatbeM MeTanogaTaka O CBakoj nybaukauwjum moryha je naka npeTpara u
fMpoHanaxewe XebeHe nybnukaumje y BeoMa BENMKAM Konekuujama. [a ce
MNOACETIMO, METaNoAaLM Cy NponpaTHe MHGOpPMaLmje 0 HeyeMy, a Nybankaumje npaTe
WHGOpMaUMje O HacnoBy, ayTopy, cepujany, Opojy, OUEHW, KaTeropuju,
naeHTUGMKaTOpy, AaTyMy yHoca y bubnuoTteky, faTyMmy 13gaBara, U3LaBady, je3nKy,
KOMeHTapy 1 gopmary.

+ ODODDDD

iy isan W a TannA TR Jig Fuflaion g | ST

o O # Mowtusiie | @ Chusite | @O TR

Ypehusare 6ubnnoteke nybnukaumja pasHux dopmata He bu UMano cMucna Kaga
CBaKM 0 yBe3eHUx (hopmata He bu buno moryhe 0TBOPUTYU Y 0AroBapajykem yutauy.
Kannbap ce cjajHo CHana3u ca cBuM opmaTiuma. BekuHy dopmaTa oTBapa Y
CONCTBEHOM 4uTayy EeNeKTPOHCKMX KhMWra, aau WUCTO Tako capahyje ca Apyrum
eKCTepHUM YuTa4mma nonyT nogpasymesaHor MAd yntaya.

i

Sigurno brisanje podataka (2. deo)

»

Y- ©O ..
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Kanubap nogpxasa Benukn 6poj ypehaja 3a YnTare eNeKTPOHCKNX Khbira Ca KojMa
CUHXPOHM3Yje konekumje nybnaukaunja. Y Ty CBPXY Ce KOPUCTW W HErOB KOHBEPTOP
(hopmaTa. KoHBEPTOP NoapxaBa JEBETHAECT U3nasHuX (opmata (AZW3, EPUB, DOCX,
FB2, HTMLZ, OEB, LIT, LRF, MOBI, PDB, PMLZ, RB, PDF, RTF, SNB, TCR, TXT, TXTZ w ZIP).
KoHBepTOBatbe HUje YBEK naeanHo. HapouuTo je npobaemaTiyHo KoHBepTOBatbe MO
(hopmata y apyre hopmate 360r Herose CNOXEHOCTH.
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To LWTO KOHBEPTOP He OfpaAu MAeanHo Moryke je nonpasuTy y yrpaheHom eauTtopy.
OBaj eguTop je caceuM COMMAAH W MOXe Ja Ce, OCUM WUCMpaBKW, KOPUCTU W 3a
Kpeupame HOoBe enekTpoHcke nybnukauwje. Ynopehyjyhu ra ca Cuyunom, mano je
nowwnju. Cuumn Hyawu mano suwe nomohkm ayTopy. Tpeba Takoke HamomeHyTH fa je
0Baj eauTop KomnaTtubunaH camo ca AZW3 u EPUB dopmatom. Octane dopmate
MopaTe KOHBEPTOBaTW y OBa [ABa hopMaTa npe ypehuBara, a HakoH ypehuBama
MOHOBO BPAaTUTI Y XXe/beHu (hopMaT Ca HafoM [a Ce HeWTo Hehe oneT uctymbaty.

3aK/by4akK

CBeouyn CMO MonynapHOCTI MOBMAHNX ypehaja U Oa CBe BULLE M3[aBaya, YaK 1 KOA
HaC, PaBHOMPABHO HyAM eNeKTPOHCKa 3Aakba CBOjUX KHbUra yNopeao Ca nanupHaTuM
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U3farMa U TO MO MOBOBHIUM Mperneq nonynapHocTi MHY-JIMHYKC 1
LeHaMa Yy OQHOCY Ha nanupHaTa Ol micTpubyuma 38 Mecel

w3fara. Hapouuto ce TO MoOrno
Bt ; Hosembap
LETV Ha NOCNEAHEM CajMy Krbura y

Beorpagy. OBa 4umeHWUa Aaje joL H
BehM 3Hayaj YMTauMMa eNeKTPOHCKIX D’StrowatCh

H3RaKa. 1 Mint 3336>
Kanubap je 036WbHO napye codiTeepa 2 Debian 1885>
Kojut peluaBa cse npobieme y Be3u ca 3 openSUSE 1873<
OpraHu3auMjioMm  —  CaKynbate, 4 Ubuntu 1447<
yuTare, ypehusarwe N Kpeuparbe 5 Fedora 1387<
eneKkTPoHCKMX  nybankaumja.  Ca 6 Mageia 1100>
BE/IMKOM  CUTYPHOLIKRY MOXeMo fa 7 Manjaro 993<
TBpAMMO  da  je  Kasmbap 8 Cent0S 835<
HajkBaIUTETHWjM  coTBEp  OBE 9 Kall 788<
HaMeHe He CaM0 Ha /MHYKCY Hero u 10 PUDDY 774>
Ha ApYruM onepaTUBHUM CUCTEMUMA. 11 Arch 171<
Kanubap je HaMereH paBHOMPaBHO 12 Netrunner 695>
YATAOUMMA,  KOMeKUMOHapuMa ¥ 13 Android-x86 663>
aytopuma. Csu OHW he Hahn CBOjy 14 Zorin 658<
NMpUMEHyY 0BOT CoTBEpA. 15 PCLinux0S 600<
16 antix 589>
17 LXLE 539<
18 Lubuntu 509<
19 Clear0S 505=
20 Chakra 503>
21 KNOPPIX 502>
22 Ubuntu MATE 494<
23 Black Lab 470<
24 Bodhi 462>
25 Chromixium 439<
Map <
MopacT >

VcTn pejTunr =
(Kopuwhenn nogaum ca Anctposoya)
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Hymepuyka obpapa u cumynauumje

Aytop: CtedaH HoxuHnh

CamoMm nojaBoM payyHapa HacTana je MoryhHoCT bp3or u3BspluaBama Beaukor 6poja
onepaumja. To 3Ha4n aa ce omorykino 6p30 pellaBare pasHNX jeAHauMHa U CAMYHIUX
npobnema 1 Ha Taj Ha4MH Cy Ce MHOrK NPoBAEMN Yy NPUPOSHUM Al U APYLUTBEHUM
Haykama Mornm 6p30 pewuti. To je bp30 NocTano nomynapHo, NOCTano je jedHa of
rNaBHUX MPUMEHa payyHapa, na ce M3aBojuo kao 3acebHa obnact padyHapcTsa. Ta
06nacT ce 6aBu pa3HUM MeTOLaMa 3a U3pavyHaBare 1 CUMyNaLIMjy pa3HUX QU3NYKIX
cuctema, 6p3y obpagy nofataka v 6p3y Busyanusauujy nogataka. OBo je omMoryhuno
[OHOLIEHE BAaXHMX 3aK/byyaka Yy Be3W Ca NOHalaHkeM MNOjefMHMX CUACTEMA Y
oapeheHum ycnosuma. Tpeba HarnacuTin fa Cy T CUCTEMM YrNaBHOM XaOTU4YHW W Aa
Ce He MOry peLnNTN aHaAUTIYKK KaKo je TO pakeHo npe nojase payyHapa 1 MeToAa 3a
HYMepIYKa 13padyHaBatba.

Jlok ce CKopo Leno padqyHapcTBO 6asupa Ha 4YMbEHWLM Ja Ce onepauuje Bple y
LMCKPETHOM JOMeHY, 0Ba 001acT payyHapcTBa KOPUCTI KOHTUHYaNHe BPEAHOCTM Kao
WTO Cy BpeMme, MpUTUCaK W AuCTaHUa. Mlako ce Hymepuykiu MeToaW OChakajy Ha
KOHTUHYanHe BPeAHOCTM 11 NPOMEHJbIBE, He CMeMO 3ab0paBuTY Aa padyHapy v Aasbe
MMajy camo onepauuje 3a pag Ca ANCKPETHWM BpeHOCTUMA Koje ce ,BpTe WUCnoj
xaybe”. 36or oBora fonasn [0 rybuTka TayHOCTW W, @Ko je CUCTEM TakaB, MOXe fJa
MOKaXe HeXes/beHo MoHawarbe. Moped oBor npobnema, He cMemo 3abopasuTi Aa
u3padyyHaBake Moxe OWTWU BeoMa Cropo ako je Bpoj TpuBMjanHMX payyHapCKMX
onepauuja npesuwe Benuku. W3mehy osa fABa 3axTeBa yecTo Tpeba npoHahu
KOMMpOMUC jep Beha TayHOCT 3axTeBa U BMLeE Onepauuja WTO AOAATHO ycnopasa
YKYMHO BpeMe u3padyHasaka. Takohe, padyHapu Cy orpaHinyeHin 1 pagHoM MeMOopujoM
yuje 3ay3ehe pacTe Kaga ce 1 camu nofauu 3a obpaay nosehajy.

[loK CTaHAapaHW payyHapCKin anropuTMK KOju paje Ca AUCKPETHUM BPEAHOCTWMA
UMajy nNpobnem ca BPEMEHOM M MEMOPU]OM, HYMEPUYKM anropuTMu UMajy U L0AaTHU
npobaem: TaYHOCT pesynTaTa.
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ropen cBera 0BOra, HyMepuyKM METOAN UMajy BEANKY NPUMEHY Y AaHalltbe BpeMe —
04 KyRHWX padyHapa, BUAEO UrpuLa na Ce A0 npefpubarba BPEMEHCKMX YC0Ba U
CBEMUPCKMX WMCTpaxuBakba W M3pafe onpeme 3a Te HameHe. OBO je HaTepano
Hay4yHMKe Oa Ce no3abaBe K/by4HUM npobnemuma Koju ce Hamehy NpUAKKOM
Hymepuyke obpaae noaaTaka 1 CUMynaLmje CucTeMa.

CKopo CBakn Npobnem y HyMepuuyn ce MoXe CBECTM Ha jeAHOCTaBHWj npobnem Koju
UMa CIIMYHO PeLlere UaM NPaKTUYHO NPUBAMKHO MCTO Kao 04eKIBaHO pellere. OBaj
MPOLLEC C& MOXE BUAETY KPO3 MHOTe MPUMEPE, @ HEKIN OF HUX CY:

* beckoHayaH bpoj uTepaLija ce MoXe 3aMEHUTYH KOHaYHUM Bpojem CBe 0K peluetbe
He NoCTaHe 40BOJbHO HNCKO XEe/bEHOM;

* 3aMeHa MaTpuLe MaTPULOM KOja Ma jefHOCTaBHUjY (hopMmy;

* 3aMeHa KOMNAMKOBaHMX (YHKLUMja hyHKLMjaMa Koje UMajy jeBHOCTaBHUjy opmy
Kao LUTO Cy TO NOJMHOMUY;

* 3ameHa HenrHeapHux npobaema NMHeapHUM NpobaemMuMa Ymje je pellere 1CTo
UK [OBOJLHO BANCKO;

* 3ameHa audepeHunjanHnx jeaHaquHa anrebapckum;

* 3aMeHa CMCTEMa BEJNKOr pejia CUCTEMIMA Matber pefa;

* 3aMeHa KOHTWHYaHOr BpeMeHa AUCKPETHUM BPEMEHCKIM KopaLuMa.

Osgae Tpeba HamoMeHyT! fa MPUANKOM CBAaKOr KOpaka MOpamMo MasuTyh Ja pellete
0CTaHe UCTO AK NPUBKHO UCTO.

Ha npumep, CUCTEM HENMHEAPHUX ANGDEPEHLMjaNHUX jeIHAYMHA MOXKEMO 3aMEHUTU
CUCTEMOM HENMHeapHUX anrebapckux jefiHa4YMHa Na Taj CUCTEM CBECTU Ha IMHeapHM
cucTem anrebapckux jefiHauMHa 3a Kojit IMaMo METO Kako [ peLLnmo.

Codeep

Mpe Hero LITO KPeHeMO y Aasbe pasMuLLbatbe 0 KOHKpeTHUM npobnemuma, Tpebano
by nNpBO Aa BMAOMMO WTa HaM je Ha pacnonarakwy oA CO(MTBEPCKUX anaTa. Osae
XENMMO [ia yKaxeMo Ha noTpeby Aa ce kopucte nocTojekn anatu u ga Hema notpebe
MpaBuTK CBOje OCUM aKO BaM HUje Lnsb yYerbe Kako Tv anatil (hyHKLMOHNLY. YBeK je
60/be KOPUCTUTI HELITO LITO MOCTOJA 1 LITO je TeCTUpaHo Kako bucMo Moram fa ce
(oKycMpaMo Ha KibyyaH npobnem Koju pelaBaMo M KOjU je 3ampaBO pa3nor
Kopuiwhetba Tor anata.
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Hymepuyka obpaga u cumynaumje

EBO 11 codTBEPa KOjW 13[1BajaMO:;

MaTnab: komepumjanHu CoTBEP 3a KOjU CTe BEPOBATHO Yy/n 04 KONera, uim CTe ra
KOpUCTWAN Yy WKoAK. MowTo je 0BO Yaconuc o cnobogHoMm codiTeepy, Hehemo ce
npesuwe yay6/bMBaTh y HEroBy (MYHKLMOHANHOCT, anu He MOXEeMO pehn fa ra He

BPEAM MOMEHYTH, Y3 HanoMmeHy fAa nocToje aobpe cnobogHe antepHaTMBe Koje Yak
UMajy 1 CIMYHY CUHTaKCY.

TR & ceecttcenserie ]
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OktaBa (eHr. Octave): cnobogHa antepHaTuea Matnaby ca komnaTubunHoM
CUHTaKCOM.
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"M BPE! yaconuc o cnosogHomM cooTsepy

MajToH (eHr. Python) ca Hymnajem (eHr. NumPy) u cpogHum bubanotekama: Y3 nomoh
Mano MpOorpamMupatba MOXXETE HaMpaBUTL 3HaYajHe pe3ynTaTe y 0BaKBOM OKPYXEtbY.
pagunnm ca MajToHom.

OBO je CTPOro Npernopy4/bMBo aKko CTe [0 Cafa

P T )

AT b

OkTobap—Hosembap 2015.

MpouecuHr (eHr. Processing): OKpYXere HaMereHo NoYeTHULMUMA Y NporpamMupary
Koje Huje 60raTo KONMKO rOPeHaBEAEHI anaTy, anu Npyxa MorykHOCT Bp3or yyera na
je Tako ofnmyaH 1360p 3a Hekora Ko Ce NpeK NyT cycpehe ca nporpamupareM, a Huje
My 3aHWUMJBbYBO f1a MOYHE Ca YYereM TaKo LTO he NpaBuTU KOH30/HE anankaLuje.

3a Kpaj

Y HapenoHum OpojeBiMa kemo nokasaTii NpuUMepe HyMepUYKnX cumynaumja 1 obpane
nofaTaka y lajToHy 1 AMCKYTOBATK O pa3HUM MeToAaMa. Hagamo ce fa hemo Ha 0Baj
Ha4MH NoACTakn 4eo Halmx YnTanala Aa MOYHy Aa Ce 3aHuMajy 3a 0By 06/1acT, na U
[a KPEHy Ca HeKWM CBOjM MpojeKTUMa Koje ke MOkW Aa NpeacTaBe M y Hallem

yaconucy.

AKO UMaTe NuTaka WK Npeanore, Ty CMo Aa Bac cacnywamo! KoHTakTupajTe ¢ Hama
npeko ®ejcbyka u TBUTEPa, WK HaM NALKTE Ha HaLly afpecy eNekTPOHCKe NoWTe.
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CnobogHu npodecnonanay

M=HM npobnem

Aytop: Jlyka Xayu-Hokuhk

Op cBor 3a4eTka, TEOPUjCKO pavyHapcTBO HaBmno ce pelaBakem npobnema y3 nomoh
OMUMJBUBIX AN 3aMULLIBEHMX MalLMHA Koje Mokpehy 1 U3BpLaBajy anroputme. OHO
LWTO Cy NPUMETWAN MaTeMaTMYapy U pavyHapCKi HayqHULM Koju Cy Ce oBiUM GaBun
jecte pa moctoje npobaemu Koju Cy HepewwsM, OOK Cy KaCHMje HalanW fa Ce OHM
PELUMBYN Nako MOry pa3BpCTaTy Mo BPEMEHY (1an Memopuju) Koje je noTpebHo aa bu ce
anropuTam M3BpWNO. Tako je HaCTana Teopuja U3payyH/bUBOCTH, a KacHWje M O0Baj
Hau3rnen nak (a nocne TemesbHe MHCNeKUuje haBoncku Texak) npobnem: ,Koju je
ogHoc knaca M w HM?", no3HaTuju kao ,M=HM" npobnem. tbera cy dopmanHo
AeduHucanm (HesasncHo jeaaH og apyror) CtuseH Kyk (eHr. Stephen Cook) n NleoHug
NesuH, 1971. rognHe. Yenaeslum moryhe nocneauLe Koje bu n3assano pewerse, 2000.
rodvHe je 3ajefHO Ca oW LWeCT [pyrux OTBOPEHUX MnUTawa CBPCTaH Mehy
,Munennjymcke npobneme”, na je Tako Harpada 3a HeroBo CaBNafaBake Yy U3HOCY 04
MUANOH Jo0Nnapa noHykeHa Of CTpaHe KnejoBor MaTeMaTuykor MHCTUTYTa (eHr. Clay
Mathematics Institute). Kao ysog y npobnem, mopamo npBo AeUHMCATI LWTa TayHO
3Have Mu H.

Knaca T npefcTas/ba OHe npobneme Koju e 3a yNa3Hu NOAaTak BENMYMHE H Mory
PeWUT Yy LU'HK KOpaka (MOAMHOMWjaNHO BpeMe peluasara), rae Cy U U K
HenpOMEHJbMBM (He 3aBUCe 04 BeNNYWHe ynasHor nogaTka). Knaca HI npeacTassba
npobneme umje je pewerse Moryhe NpoBepUTY NOAMHOMUjAAHUM anropuTMoM. OBO ce y
HehopManHoM roBopy Moxe o6jacHUTM Ha cnepehn HadymH: y knacy M cnagajy
npobnemu Koju ce nako pelwasajy, a y knacy HI cnagajy OHM Koju ce nako
nposepasajy. /13 oBe aemHuLMje u3BoauMO Aa CBM npobnemu u3 N cnagajy vy HN
KNnacy, jep OHO LUTO je N1aKO PeLunTy, NaKo je 1 NpoBepuTy.

OctaTak HIM yuHe npobnemu [0 umjer ce peluera A0Masu TELKO, Y L'KH Kopaka
(eKcnoHeHLIMjaNHO BPEME W3BPLUIaBatba), @K Ce Unak OHO Nako noTephyje. Mpumep 3a

37



JIMBPE! uaconuc o cnosoarom coersery OkToBap—Hosembap 2015,

CnoboaHu npodecuoHanay,

0B0 O1 610 npobnem Hanuk cnepehem: ,Y HEKOM CTYAEHTCKOM AoMy Tpeba u3abpaTu
100 ctyneHaTa oA ykynHo 400 koju Mory BuTi npumsbeHn y fom. Y3 3agatak, aobunm
CMO W JIMCTY NapOBa YYeHWKa KOju, U3 HaMa Heno3HaTWX pa3fora, He cmejy butu
3aje1HO Ha cnmucky.” [a 61CcMO HanpaBuAW pacnopen, jeAnHO LWTO MOXEMO ypaauTh
jecte pa npobamo cBe Moryhe kombuHauwje ,CTydeHT-coba” WM fa MOTOM CBaky
ynopeanMo ca nucTom Kojy cmo gobunn. Op 400 cTyaeHata u3abpaTu oarosapajyhinx
100 je npakTnyHO Hemoryke, jep 6poj Moryhux KoMOMHaUWja HaaMmaLlyje yKynaH bpoj
aToMa Yy HaMa No3HaTOM YHMBEP3yMY (3a Heke Make Bpojese je Moryhe pewnti, anu
bpoj Kopaka Harno pacTe ca nosehatbeM yaa3Hor nofgatka). Y 04HoCy Ha TO, Aa bucmo
NpoBEpPUAN jedHO peluere 0BOr npobnema, cee WTO Tpeba Oa ypaaumo jecte Aa
n3abpaxux 100 ynopeanmo ca nnCTom.

Jow jenaH butaH cnyyaj knace HIl
cy HM-komnnetHn npobnemn -
CreungpuyHn cy no Tome LWITO Ce
CBaKW Jpyru npobnem u3 knace
HIT Ha mux Moxe csectn. Ty
C cnapajy npobnemu Tproaukor
MyTHUKa, npobnem 3an0BOsbUBO-
¢t (CAT npobnem, Koju je y
CTBapy MpBN [O0Ka3aH Kao 41aH
HM-komnneTHUx npobnema, Kyk-
JleBWHOBOM TEOPEMOM) 11 MHOrU
opyru. TproBayku MyTHUK je, Ha
npumep, npobnem Koju nocTaBsba
nuTamwe fa /i je, y3 noMoh KapTe ca HeKUM rpafoBiMa 1 LlyXuHe nyTa umekhy cBakor
rpaga, Moryhe npoku Kpo3 cBaki 04 TWUX rpafoBa W BPaTUTK Ce Y NOYETHY, TaKo Aa
LyXUHa uenor nyta byae mara 04 npon3sosmHO 13abpaHe myxuHe J1. Kaga 6u Heko
33 0Baj MM HEKM 0 0CTa/MX TakBWUX npobnema Halwao ,/1ako" pellere (0HO Koje ce
WU3BpLUaBa y NONMHOMUjaNHOM BPEMeHY) 1 Tako ra cBpcTao y rpyny I, jokasao ou fa
ce, y cTBapu, Lena rpyna HI moxe cBecTv Ha jegaH MM npobnem, Wwto bu foseno o
UxoBe jeaHakocTu (M=HI). OBakBO pellerwe TOr FUraHTCKOr NiTara payyHapcTsa
umano bu, 6e3 npeTepusarba, y UCTO BpeMe yxacasajyhu n oxpabpyjyhn edekar.
Haume, ako 61 oHo 610 UCTUHUTO, WidpoBare nofataka bu n3rybuno ceoj cmucao
(jep ce oHM Wwundpyjy NoA NPETNOCTaBKOM Aa je jeaaH npobnem Koju cnaga y HM ckopo
Hemoryhe pelwunTy), anu 61 NCTO Tako U OMOryhino Nako pellaBarbe MHOTUX APYruX
npobnema. Kako je To pekao Ap CKoT ApOHCOH (eHr. Scott Aaronson) ca MUT-a: ,Ako je
M=HT, oHaa bu ceeT Bro JocTa Apyraynje MECTO Hero WTO MW NPeTnoCTaB/baMo Aa
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M=HN npobnem

jecte. 'KpeaTuBHN CKOKOBM' HE BM WManu HUKaKBY CnewLunjanHy BPeaHOCT, OCHOBHa
npa3HuHa n3Mehy pelwasatba Npobaema n npeno3HaBarba HEroBor Beh NpoHaheHor
pewerba Takohe 6u Hectana. CBakO KO CXBaTa BPEAHOCT CUM(OHWje nocTao 6u
MouapT; CBako KO MOXe [ia NponpaTit Kopake aprymenTa 6o bu rayc.”

| |
| ]
\ NP-Hard / ‘ NP-Hard ‘

\NP-CompIete

P=NP=

NP-Complete

P = NP P = NP

MehyTuM, aKo je BEpOBaTM CTPYyYHballMa, YMje je 3Hatbe 1 CXBaTake 0BOr npobnema
Ha MHOrO BMLIEM HUBOY OZ Hac KOjU O HeMy NpoYMTamMo y 4Yaconucy win Apyrie Ha
WHTEPHETY, Tak0 HEeWTO je BpNO Mano BepoBaTHO. Y aHkeTw cnposedeHoj 2002.
roanHe, og 100 payyHapckux HayyHuKa 61 je Muwsbera fAa je oarosop MzHM, bux 22
Huje Brao curypHo, 8 je BepoBano Aa je fonaxere [0 pelera Hemoryhe, fOK je camo
9 hUx pekno fa je ogrosop M=Hr.

YNpKOC TOME, M YNpKOC YMeHWUM Aa Beh BMWwe Of YETPAECET rofuHa f[oKa3 He
nocToju (Mako ce pagu O jefHOM Of Hajno3HaTWjux npobnema y matemaTuLn wuau
payyHapcTBy), MHoru Byayhin UAM TPEHYTHW YMOBM Halle MAaHETe W3nasuam Ccy y
jaBHOCT ca ,pewerbem” 1 360r TOra Cy BUAN UAM UCMEBAHM UM NPOCTO UFHOPUCAHN
04 CTpaHe CTPYYHOr kaapa. [loK Ce Cnaxemo Aa je 3a pelere noTpebHa aucumunamnHa
W yCaBpLUEH MaTeMaTMYKN yM (Koju Ce CTWYe rogMHama pada y 0BOM Mosby), Hagamo
ce fa he casHawe 0 0BOM npobnemy (y3 Hawy nomokh uau nomohk ceemoryker
WHTEPHETA) MHCNUPUCATLN [OBOSLHO MEHUjANHNX /by aM Aa Ce, NOYEBLM 04 (opManHor
obpa3zoBatba (MpaheHor MyKOTPMHUM UCTPaXKWBaeM OBE FPaHe payyHapcke Hayke),
cygape ca M u HM u 3aucta nobede, a Ca JaHalhwiM akagemuunma Ay6oko
caocehamo, jep ke BUTM npuMopaHu Oa YuTajy CBE OHE OYWrAedHO HeTayHe AoKa3e
MaTemaTi4apa y NoKyLajy fOK Ce He Hake OHaj npaBu.
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EHKpunTOBake 1 Konupawe cepeepa
Kopuwhewem Jynaucutu nporpaMa

AyTop: HeHaa MapjaHoBuh

Hekaga je BehuHa cucTeMCKMX agMuHMcTpaTopa Kopuctiuna @TIT y CBpxe 4yBama
Konuje nofaTtaka. BpemeHoM je yTBpHEHO Aa je 0Baj HA4MH HECUTYPaH 1 Aa je CBaKoM
030W/bHOM MOCNOBakbY 3alUTMTA NOAaTaka NPUOPUTET. AKO CMO YCMELIHO 3alTUTUAN
CBOjy MH(PACTPYKTYpy, MOTPebHO je 3aWTWTUTM 1 YyBare PE3epPBHE Komuje
nofaTaka. 3a TO KOPUCTUMO eHKPUNLK]Y, OAHOCHO LWNDPOBatbEe NofaTaka.

Y 0BoM mpouecy onucahemo uHCTanauujy nporpama Jynaucutn (er. Duplicity) Ha
cepeepuma ca [lebujaHom 1 Peg XeToMm. 3a noyetak, MHCTannpajmo Jynancutu:

yum update && yum install epel-release

3aTum,

yum install duplicity
3a [lebunjaH n werose fepusate:

aptitude update && aptitude install duplicity

3a TpaHc(ep u3mehy ABa CepBepa MOXEMO KOPUCTUTI HEKOIKO MeTOAa, Kao LWTO Cy
P-CuHK (eHr. rsync), panuje nomeryTn ®TM, CLM, CCX, COTM v apyre. Y oBom npumepy
kopuctiumo COTN.
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3a notpebe osor ynyTcTBa, LleHTOC 7 cucTeM Ce Hanasn Ha rNaBHOM CepBepy, a 3a
4yyBatbe KOMuja AaToTeka, cepsep ca [AebunjaHom 8.

3a notpebe TpaHC(hepa M 3a KOMyHMKaLWjy u3mehy oBe [Be MalumHe, noTpebHo je
kpeupaTn CCX kibyy Ha LieHTOC cuctemy.

ssh-keygen -t rsa -b 2048

3aTM Konupamo LOoOMjeHN Kibyd Ha Hal yAasbeHn (eHr. backup) cepsep, y OBOM
cnyyajy ypehaj ca [ebujaHom.

ssh-copy-id -p xxxx root@l.2.3.4

BpeHOCTM XXXX 3aMeHIUTe NOPTOM Koju je HamerbeH CCX koMyHmMKaumju, a 1.2.3.4 ca
aj-nu (eHr. IP) appecom cepsepa ca [lebujaHom 8.

3a noTpebe eHkpuUnTOBatba AATOTEKA Kpeupamo rir Kibyy. MoHykeHe onuuje ToKoM
0BOT MpoLieca cy:

* TUN KJbyYa Kojin hemo Kopuctutm (bupamo RSA),

* Be/NYMHa Kibyya (yHocumo 2048, unn camo ,EHTep”),

* [yXMHa BANMZHOCTY KJbyya (He yxe of Tpu roauHe — 3y),
* JI031HKa (He Kpaka 04 0CaM KapakTepa).

Entar Passphrase

Enter passpihrane

Password: ||
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MoTpebHo je y OTBOPEHOM TEPMUHANTY MOKPEHYTH ,MULL" Y CBPXY FEHEPUCAtba K/byya.
Ha Kpajy npoBeprMO Zia /it CMO YCMELIHO U3BPLLNIN MPETXOAHY aKLjy.

gpg -list-keys

JaBHM K/by4 KOj1 heMo KOPUCTUTM 3a eHKpunumjy fatoTteke je FSDAASFC.

Y #a/beM npoLecy noBexemo ce Ha cepeep ca [iebujaHoM n Kpeupamo dacumkny y
K0joj hemo YyBaTK KONWjy NofaTaka. To paauMo KOMaHoM:

mkdir -p /kopija/centos7

0BO je yjeHO 1 jeanHa KOMaHAa Kojy Remo NOKpPeHyTH y YNTaBOM NPOLIECY Ha CepBepy
ca [JebujaHoMm, Mafa KaCHMje MOXEMO MPOBEPUTM BEJMYMHY PE3EPBHE KOMnuje K
CIINYHO.

BpeMe je fia HanpaBuMO Hally NpBY KOMWjy noAaTaka. Y 0BOM NpuMepy Konupamo aor
[aTOTeKe, Ca 13y3eTKoM AnayujeBnx (eHr. Apache) n Maj-ec-kjy-enosux (eHr. MySQL)
N0roBa:

PASSPHRASE="LozinkaGPGKljuca" duplicity --encrypt-key javni-kljuc-ovde

--exclude /var/log/apache --exclude /var/log/mysql /var/log
scp://root@l.2.3.4:xxxx//kopija/centos’

Pectaypaumja nogataka kopuwherweM lynancutuja

OHO WTO je KapaKTEPUCTUYHO 3a [ynaucuTy je fa y 0BOM C/yyvajy Ha MalUHW Ca
LleHTOC-oM MOpamMo YKNOHUTU (hacumkay, AOKYMEHT WM KOMMPecoBaHy AaTOTeKy
YKOAMKO OHM Beh noctoje. OBo paaumo y BehwHM CnyyvajeBa kaja Cy noAaum
KOPYMNUPaHN namn n3bprcaHm u kaga HaMm je noTpebHa HMXoBa PEKOHCTPYKLUMja.
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Y 0BOM Npumepy pagnkemo ca EHUMHNKCOBUM (eHr. nginx) norosuma:

m -f /var/log/nginx

3aTum nokpekemo JynancuTu:

PASSPHRASE="LozinkaGPGKljuca" duplicity --file-to-restore ime_fajla

sftp://root@l.2.3.4:xxxx//kopija/centos? /var/log/nginx

JynaucuTi ma u gpyre UHTerpucaHe GyHKLUmje.
JInctare apxmsa;

duplicity list-current-files sftp://root@l1.2.3.4:xxxx//kopija/centos?

Bpucatbe Konuja CTapujix 04 HEKOr Nepuofa (y 0BOM Ciyyajy LeCT Meceun — 6M):

duplicity remove-older-than 6M sftp://root@l.2.3.4:xxxx//kopija/centos?

PecTaypaunja faToTeke CTape YeTUPI JaHa 1 fiBa caTa:

duplicity -t 4D2h --file-to-restore var/log/nekifajl

sftp://root@l.2.3.4:xxxx//kopija/centos? /var/log/nekifajl

Y nocnefem npumMepy KOpUCTUMo GyHKLM)Y -t Koja Ham omorykhaBa fa npeunsnpamo
oapeheHe nepuofe Kao WwTo ¢y s, m, h, D, W, M, 1 Y (cekyHay, MMHYT, CaT, AaH,
HeZesby, MeCeLl U roauHy).

Ha kpajy hemo HanomeHyTH Aa BuLe AeTasba 0 MOryhHOCTMMa [lynaucuti nporpama
MOXeTe npoHaki Ha cajTy ayTopa http://duplicity.nongnu.org/index.html .
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%\» i

B ©-[powny

AyTop: Hukona Togoposuh

BnacHuun nameTHux ypehaja Ca AHOPOMAOM Hajyellhe WHCTanupajy aniukauuje
nytem [yrn nnej npodasHWLE, Heku ca AMa30HOBe MPOAAaBHULE aniukauuja wuin
HEKOr Hemo3HaTor u3gopa. BekiHa annukauwja koje cte gobuan og Tyrnose uau
AMa30HOBe NpoJaBHULE Cy BAACHWNYKe?, a BENNKN Bpoj binx NpuKyn/ba Balle NoAaTKe.
JeamHn m3bop Koju BaM NpeocTaje je, YKOAMKO xenuTe 6ecnnaTHe anaukauuje
0TBOPeHor Koga, ®-[poua.

®-[lpona je npofaBHMLA OeCMnaTHUX aniuKauMja OTBOPEHOr KoZa 3a AHZPOUA
nnathopmy. Pamgu mo npuHuuny Fyrn naej npoaBHUUE. Aniukauuje Mory fAa ce
MPETPaXxyjy N MHCTanMpajy AMpekTHo ca ®-fpouaosor Beb-cajTa uam nyTem AHApoOMA
ananKauuje, 1 cee To 6e3 0TBapatba KOPUCHYKOT Hanora.

KapakTepucTtuke

MyTem AHZpoua annukauwje MOXeTe nakle [a MpeTpaxyjeTe, WHCTanupate
axypupaTe anaukauwje Ha Bawem ypehajy. Moped Tora, umaTe MpUCTyn BECTUMa,
peLieH3njama 1 Apyrum (yHKLMjaMa Koje MOKpWBajy CBe Yy Be3W ca AHAPOMZOM U
cnoboaHum cohrepom. ®-Llponaosa pusHMLA CaapXN OKO Xubady NETCTO neaecet

1 BnacHMYKe anaukauuje Cy KOMMjyTepckn cohTep AMLEHUMpaH MOA CTPOriM
3aKOHOM KOju Mponucyje npaBa BAACHUKa. MpuMaoly 0Be NMLIEHLE Ce Aaje NpaBo Aa
KopucTu codTeep moa oapeheHuMm ycnoBuMa, AOK ce 3abpatbyjy Apyre BpCTe
Kopuwherba NONYT Metbatba, fasbe ANCTPUOYLMje UAK 0BPHYTOr MHXNHEPUHTA.
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anankaumja u 0Baj Opoj KOHCTAHTHO pacTe. Anaukauwje Cy noaesbeHe y ABafeceT
KaTeropuja — Of Hay4HWX, e[yKaTUBHIX 1 CUCTEMCKMX, Ma [0 UrpuLa.

Balwa npuBaTHOCT ce nowTyje. Camum TiM LTO He MOpaTe Aa KPenpaTte KOpUCHNYKN
Hanor, BW He OfajeTe Balle nodaTke, a CaMma aniukauuja He npaT Koje cTe
annukauuje wHctanupaau nytem O-fpoua npofasHuue. Mpojekat je objaB/beH nog
Tpehom Bep3ujoM Hyose OnLiTe jaBHe NULEHLE.

Annukauwje mory 6uT AMPeKTHO mocnaTte ApyruM ypehajuma npeko 6ayTyta wam
AHgpong buma (HOL + 6ayTyT). MHOro nocna je ypaheHo na je caga omoryheHa
nogpwka 3a Top M noeehaHa je nodplwka axypupara. [opes MoryRHOCTM
npey3uMama annukauuja, oMoryheH je NpuCTyn W3BOPHOM KOAY anaukauwja. Y3
pPeLieH3Njy annnkaLmje Hanasm ce 1 yno3opere YKONNKO XesbeHa anankauunja KopucTu
BalLe NofaTke, CaapXm pekname, NPOMOBMLLE BAACHWYKI COTBEP, M3BOPHM KOL HUje
y MOTNYHOCTW JOCTynaH uTh. [locToju MOryhHOCT, 3a pasauky Of Tyrn nnej
NPOLaBHULIE, WMHCTaiMpatba CTapuje Bep3uje oapeheHe anaukauuje, WTO je u
MPUKa3aHo Ha CAULLIA UCNOA.

™= Foroid Flroid 3 ™ Foroid

. PETLE ANTUALISIERY R - n ' r: ) AdAway
VERFLGEAN INSTALLIENT ity VERFUG IWSTALLIERT N - Ly

AdAway
®

[laek athver

Iﬁ ConnectBot
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WHcTanaumja
AHOpoua anaukauwjy MOXeTe WHCTanupaTh Ca Beb-CajTa WM CKEHMpPaeM Kjy-ap
koda WCMoA. Y CBakoM Cnyyajy mopaheTe fa 04obpuTe WHCTanaumjy anaukauuja ca

Hemo3HaTux n3sopa. fa bucte TO y4mHuAmM, yhute y nogewasarba. MoToM, yhute y
6e3beHOCT 1 Ty 0400pUTE MHCTANALM]Y Ca HEMO3HATOr 13BOpa.

2
0

LS

Tramns wrm

‘Download F-Drold

Moppxute npojekat

MpojekaT y MOTRYHOCTM pa3Bujajy W OfpXasajy BOJOHTepW. Bu Takohe Mmoxete
nomohki Ha cneaekn HaunH:
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* Mpujas/brBarbem npobnemMa — yKOAMKO HanheTe Ha npobnem ca Beb-cajTom uan
anankawumnjom, MoXeTe ra npujaBuTy Ha https://f-droid.org/issues/ nan noaennTi Ha
dopymy un UPL kaHany #fdroid Ha ®puHoay (freenode);

Mdalome bl EECENILY CRERTED -
Rkl cnnter 1o "nstalled" Lab, ke the "Updates™ Ll SR 0] &
rmile

Irnwalied yystes date ciises doumnbuads b el with oryptic message (5 EEEERY LY
il Wadda

Cliesing app whib Indve update canses Hatiging divnbosd bt

Misbaddy #nexe

Marverym ol verstins o aplis from app cace. e -

Bt it cusrs in e mam theead

Bugrart appes (imlaslvg Biks) -

popup menu shsuld banor hemas hachground colar -
Borin firnut

F-rrbil syl 1l wlhich application s pot foomnd sid thal search sporation kappaml 3!

Pl st ivstaling Prieibged Extonshn -

Dowpaliadds sbipre mith winhebpdal svessige U Uiers b bleriet conme o

* [lpujaB/brBakbEM annmnKaLmja — YKONMKO NPUMETUTE Aa HeKa anankaumja
HefoCTaje y pusHMLM, cnoboHO TO NpKjaBUTE Ha hopymy;

* [peBohereM — AHAPONI anauKaLnja je AOCTYMHa Ha MHOrO je3uKa, au YKOIMKO
BalLl je31K HUje YK/bYYeH, Uan ako NocToju noTpeba 3a 1cnpaBkoM i nobosbluakbeM
npesoaa, MOXeTe NpoHahK Aasba YNyTCTBA KaKO Aia MOMOrHeTe y nocebHoj cekumjmn
0 npeBohety Ha dhopymy;

* [omararbeMm y pa3Bojy — NoCToje Tpu MMT-pU3HMLIE KOja Ce YyBajy Ha MTnaby.
HbuMa MMa NpUCTyn CBaKO KO Xenu Aa NOMOrHe y pa3Bojy anamkaliuje v seb-cajTa.

S GET IT ON
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Mosnsamo Bac fda 30. jaHyapa 2016. rogwmHe (cybota) y 10 caTu yyecTByjeTe Ha
aKpeaMTOBaHO] KOH(EpPeHUMjM KOjy opraHusujy Yapyxere npogecopa MH(popMaTiKe
Cpbuje, 3 Hoor Capa y3 noapLuky LieHTpa 3a npomoumjy Hayke u3 beorpaga.

KoHtbepeHunja he ce ompxatu y npoctopujama Kapnosayke rumHasnje y Cpemckum
Kapnosuuma

KOH®EPEHLWJA , CJIOBOAAH COOTBEP Y HACTABWU”

(ca MehyHapogHMM yyelukem)

TeMme KoH(epeHumje:
* MpumeHa cnobogHor codtepa y 0bpa3osatby (0CHOBHE, CPEAHHE LIKONE U YHUBEP3NTET),
* CnoboaaH codTeep y MHKNY31MBHOM 06pa3oBatby,
* CnobogaaH codeep y XXI Beky, TeHAEHLMje pa3Boja 11 HOBOCTH,
* CnoboaaH codTeep v Hayka (MpUMeHa y pasHiM HayyHIM 0bnacTuma),
* CnobogHe Beb-TexHonormje,
* OnepaTuBHU CUCTEMM OTBOPEHOT KOAA,
+ CothTBEpCKE AnLIEHLE (nojaM, objalurberba),
* CnobogaH co(Teep y NPUBPELV, KOMEPLIMjaNHIM 1 (DUHAHCHCKAM AENaTHOCTUMA U APYTO.
* Xapasep u cnobopaH copreep,
* UcTpaxmBarba 0 npumerm croboaHor codTaepa y 06pa3osary 1 HayLK,
* CnobopaH codTaep BC becnnataH cogpraep,
* Knay KOMMjyTUHT Yy HacTasu.

YyeCHMK MOXe f[a Npeanoxu HoBy Temy Kojy ke pa3moTpuTu [porpamcki oabop
KOH(epeHumje. Mpujase pafoBa yyecHuka moxeTe npeati fo 20.01.2016. roguHe, go 12
catu.

Buwe wWH(opMaumja 0 YCNOBMMa MpujaBe MOXETe BMAETU Ha CajTy KOH(epeHumje:
http://slobodansoftverzaskole.org/konferencija/

OpraHu3aunony onbop KoH(epeHuuje.

Yapyxete npodecopa nHdopmatuke Cpbuje
Macteposa 14/11, Hosu Cag

Ten. 060/3020748

E mail: upis.ks@gmail.com
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